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Constructing a generalization tree
for Ql values, precomputing the
number of leaf nodes for each node

(13)0
@o (MD
(2)0 2@ (3)0
0000 0000

*():the number of leaves

.
Storing real-time input records in
an anonymization server's buffer

SN [ 1Ds | Qs | SAs INSAs]

1001 ID:i | b | SAr [NSA| =§
002]ID: | ¢ | SA: INSA] | &
(003]1D: | d [ A NsA] | §
[004] ID: | e SA«]NSA; 2
1005 IDs | h | SAs NSAs|| £
(006 IDs | a | SAs [NSAJ | 2
[007 ID; | ¢ | SA7 [NSA:| | 2
(008 IDs | 7 | SAs INSAd|q &

Publishing real-time )
anonymized records
| SN || G_Qls | SAs |NSAs
(0071 J |SA;[NSA/ :
(003 J A [N6A) ‘
[002]| J |SA:[NSA;
005/ M | SAs [NSAs|
(008! M | SAs [NSAs

§ (004 M [ SA«NSA !

Remove ID, store Qls and

- Non-Qls separately after slicing

(SN [ Qls |[ SN [ SAs [NSAs

TToor] b |[001] SA [NSA;
002 ¢ | 002] SA: [NSA:
1003] d || 003] SA: [NSA:
004] e |[004] SA: INSA:
10051 h ![005] SAs [NSAs
1006 a || 006 SAs [NSAs
007 ¢ [[007] SA; [NSAs

v, 008 f || 008] SAs NSAs

“Assuming maximum delay time & =7"

Stage 4
Assigning records with QIs to clusters W
<Round 1>
ClusterA  ClusterB ClusterC  ClusterD
1003 d
001 6] [002] ¢ | [oo4] e ] To005] h |
<Round 2> A
Cluster A Cluster B Cluster C Cluster D
006i a i {007 c
oi[6] oo i [005]h
<Round 3>
Cluster A Cluster B Cluster C Cluster D
008 M |
003| J 004\ M
002| J 005| M
o W,
L Satisfy 3-anonymity )

# SN: Serial Number
# [Ds: Identifiers
# QIs: Quasi Identifiers

# G_QIs : Generalized Quasi Identifiers
# SAs: Sensitive Attributes
# NSAs : Non-Sensitive Attributes
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n nbrIeaves(R’f) — nbrleaves(Rj)

o - 33

icC j=1

Of Al: Cluster C10] [skirts, pants]2 7tA|1 QU= B2, C2 £ [pants, T-shirts]2 #1 U= BR1=2, j=1)

clothing
bottom to _ _ _ _
o~ e IL(C2) = (7-0)/2 + (7-0)/2 = 7
pants skit  T-shirts shirts

. 2. ANt Z E0{Q = HO|E et 2 AHO| HE| measure

CAILDistance(R, C) = IL(CU{R})+(IL(C U {R}) — IL(C))xlog,(|C])
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